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What is a cyber attack?

- also known as a computer network attack

- an attempt to damage a computer network

- often done for the purpose of spying
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Trojan attack

- designed as a legitimate program

- hides viruses or worms
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Virus attack

- are self-replicating

- attached to other programs

- hide in any location in the system

- can change its own digital footprint
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Worms

- are self-sustaining programs

- use protocols as gateway to other networks

- are uncontrollable by owner

- monitor systems or change them
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Exploit security holes

- used by every virus, Trojan and worm 

- occur because of outdated systems
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Distributed Denial of Service (DDoS)

- use worms and Trojans to create bot networks

- spam a system by requests

- block systems 
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- 2007

- DDOS attack

- duration: three weeks

- effect: war memorial

- target: government and bank server
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- 2010

- DDOS attack

- 10 - 15 GBps

- duration: several days

- effect: manipulated election

- target: main internet provider MPT
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- 2013

- hacked by “The Messiah”

- "do not impinge on internet freedom”

- effect: web censorship regulation

- target: webpages and VIPs
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- 2016

- generated a DDOS

- target: upload malware on Telekom speedport router

- result: router shut themselves down
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Spam filter

- is a program or addon

- filters advertising and spam

Used in...

mail-servers email software web browsers systems for websites
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Spam filter check:

E-mail addresses and urls

Text messages

Sender’s ip addresses
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Spam filter methods:

Blackfish

- uses a list of blocked

addresses and 

domains

- searches for bad 

terms in emails and 

on websites

- deletes spam mails

Bayes-filter

- system is self-

learning

- users define spam 

mails and the 

program learning

- method has a high 

hit rate

Database based

- is a central database

- contains a lot of

spam mails

- run on central server

- checks if database 

contains mails



Prevention

28

Definition

Prevention

Cyber

Bullying

Kinds of attacks

Cyberattacks 

launched

Anti virus software

- check documents and software

- stop running of malware

- push infected files in quarantine

Active scanning Background scanning
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Active scan:

- anti malware scan

- full scan 

- processor power needed
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Background scanning:

- scan constantly

- scan in background

- use computer at the same time

- scan new files 
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Internet behavior:

- any website could contain a Trojan

- any email could contain a virus

- any software could be a Trojan

- any website could transfer your identity
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E-mail behavior - Do not:

- open attachments of unknown mails

- open links if account update is required

- respond to spam mails
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Internet behavior:

- respect privacy

- update your browser constantly

- use safe passwords

- keep your full name or address secret

- delete regularly your browser data
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What is cyberbullying?

- bullying using electronic technology

- harassing, threatening or intimidating someone

- cyberbullying can happen anywhere online



Cyberbullying

36

Definition

Prevention

Cyber

Bullying

Kinds of attacks

Cyberattacks 

launched

Types of cyberbullying

- harassment

- flaming

- exclusion

- outing

- masquerading
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Examples

- spreading mean rumours online

- sending hurtful texts

- posting embarrassing photos or videos
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